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Data A rcheog ram

1. Mapping the datafication of work

Data - from latin datum, somefhing given (from dare, to give)

Capfa - from latin captere, that which is taken or capfured

To trace or map a worker's data stream is to situate the worker in the context of
the datofication of emp|oymen+ and social relations at |c1rge (consump’rion/com-
munication/work). We mighi‘ understand ‘datafication” as practices serving the
purposes of dataveillance, +drge’rec| mdrkeﬁng, preclic’rive ono|y+ics or o|gori’rhmic
governance, for instance. These situate the worker at the intersection of vast ‘data
ossemb|oges' or data ecosystems’ in which the worker/user/consumer is connect-
ed to an array of Jrechno|ogies, databases, ono|ys+s and firms. Toddy's o|igi+c1| econ-
omy is constituted loy re|o’rive|y novel infrastructures that mediate these relations,
inc|uding the Internet of Things (loT) and its industrial form, [1] (big) data cmo|y+-

ics, and cloud computing.

*How migh’r we imp|emen+ an orchqeo|ogy or critical anatomy of worker data
and of data flows and ossemb|dges?

* What tools (concep+ua|, Jrechno|ogic:c||) migh’r be used to do so?

* W hat migh+ the value of such critical mapping be for an unders’ronding of

power in +he economy 'I'OCIOy GnCI 'FOF corresponding po||cy7

1.1. The worker as source of data in +odqy's data assemb|qges: what
datafication means

Such mapping attempts to grasp the web of ramifications |in|<ing the worker, as
the active or passive source of datg, to vast systems, strategies, and infrastructures
of data capture, processing, storage, circulation, and monetisation (data rent). It
looks to render apparent the processes by which datafication instantiates por+icu|ar
power relations that lead to an increasing informational asymmetry between data
collectors and datafied subjec’rs, ie. digi’ro| inequity based on the exclusion of sub-
jects from ownership of the data extracted from them. Mopping also makes visi-
ble the processes and Jrechniques that obscure datafication from loeing unserstood
as a practice that captures or extracts data/value from workers/users and the
labour processes that constitute it.

[1] The Industrial Internet of Things is sometimes referred to as |ndus+ry 40 and com-
monly describes the sensor-enabled connecﬁvier of mochinery, devices, and Workp|0ce
orchizedure more brood|y, and their infegration tfo advanced ono|y+ics via networks

operating H’]rough the Internet.
|



Mapping can reveal in visual form how data is taken from subjects Jrl'mrougl’m higHy
valuable Jrec|‘1ni0|ues and material infrastructures of capture that then exclude
workers/consumers/users from its ownersl’\ip, all whilst data increasing|y becomes
the most soug|n+ after raw material in the c|igi1'0| economy. [2] This is a o|igi1'0|
form of \primi’rive accumulation’ rendered possib|e by processes of o|igi’r0| enclo-
sures, like the b|ack-boxing mechanisms [3] of corporate secrecy borders and pat-
enting.

By he|ping to nig|‘1|ig|’1+ these mechanisms, and denaturalise our common sense
unders+ondings of data use, mapping can show that data is not ‘given’ nor gratui-
tous’ nor ‘abstract’ (cligi+0|). Rather, it is taken (cop+o) [4] and its capture, archiv-
ing and processing re|y on material infrastructures and procedures with economic
and environmental consequences. |n this sense, the Data Arcneogrdm represents
on|y the beginning - at a necessori|y low resolution - of what mapping the data
economy can achieve for those seeking to understand and u|+imo+e|y cnonge the
current system.

1.2. Asking after the flows within the data economy

This project first springs from the Fo”owing questions:

eHow is data collected from workers (Wnere; when; with what technolo-
gies/me’rnods)?

*How/where is it stored, processed, ono|yseo|, and shared (rented/sold)? How
does it move, and to which mdrke+p|oces?

*How is worker data to be dis’ringuisned from user data, and how are +|’1ey relat-
ed?

*Mapping a worker's data stream(s) would allow us to locate strategic spaces to
occupy with infrastructures and instruments that would offect and regu|0+e this

stream.

Mopping therefore constitutes a form of ono|ysis that allows us to think cri+icc1||y
and po|i+ico||y about data infrastructures as socio-technical entities and to account
for the cliverging, but no less interconnected, modes of in+e||igibi|i+y of data (e.g.
what is known and visible to workers vs what is known and visible to data collec-
tors, data scientists, business ono|ys+s, etc.) +|’1roug|’1 which power imbalances are

established or perpe+uo+ec|.

[2] UNCTAD. “DigiJro| Economy Report 2019 - Value Creation and Capture: |m|o|ico+ions

for Developing Countries,” 4 Sept. 2019, Geneva: United Nations Conference on Trade

and Deve|0|ornen+, p. 29. Accessed at: <ans://uncfod.org/webﬂyer/o|igi+o|—economy—re—
ort-2019>.

3] On b|ocl<—|ooxing mechanisms see, Posquo|e, F, The Black Box Sociefy: The Secret
A/gon’H‘:ms That Control Money and Information, Combridge, Massachusetts; London,
Eng|ono|: Harvard University Press, 2015.

[4] For a distinction between data and capfta, see Kitchin, R. "Conceeruohsin data,” in
The Data Revolution: Bi%Dofo, Open Data, Data Infrastructures and Their Cgonse—

quences. London: Sage ublications, 2014.
2


https://unctad.org/webflyer/digital-economy-report-2019

2. Map clescrip’ror

2.1. From the connected workp|c|ce to the connected social faci'ory

The map presents a distilled rendition of worker data streams in the context of the
Industrial Internet of Things (lloT), such as those occurring in the connected facto-
ry, [5] the in’re”igen’r or smart warehouse [6] or the sensor-fused office or shop.
[7] For instance, lloT applications are commonly used in smart warehouses to
streamline the management of inventories, perform real-time worker activity
monitoring (such as H’lrougl’\ the use of time-based movement mops), [8] or aug-
ment worker produc’rivi’ry via automated devices and processes.

m . [ /lﬁﬁi

7 e

(— LOCATE ITEM AT le%j —

> From "Augmem‘ed rea/ify user interface faci/ifafing fulfillment”
> Amazon Techno/ogies, patent #US 10,055,645 BI, August 21, 2018
> Accessed at the United States Patent and Trademark Office (USPTO)

[5] Pooler, M., "Future factories: smart, connected but still with a human touch,” Finan-
cial Times, 07.10.2019, accessed at: <ths://www.H.com/conJrenJr/BQfdd 5=
fa-be73-11e9-9381-78bab8a70848 >.

[6] Pooler, M., "Amazon robots bring a brave new world to the warehouse,” Financial
Times, 25.08.2017, accessed at: <https://www.ft.com/con-
tent/916b93fc-8716-11e7-8bb1-5ba57d47eff7>.

[7] Sensor technologies are used to produce real-time occupancy metrics in office
spaces or shops in Jrae retail industry for instance: see Greenfield, Rebecca, "New Office
Sensors Know When You Leave \/vour Desk,” Bloomberg Businessweek, 14 February
2017. Accessed at: <https://www.bloomberg.com/news/articles/2017-02-14/new-of -
fice-sensors-know-when-you-leave-your-desk>. The software OfficeSpace is used to
produce spatial occupancy metrics captured through sensor technology made by
companies like Senzolive and \/ergegense which collect data from o company’s securi-
ty system, its badging systems, networks, and employee datobases to "mash it all
together” and produce activity reports such as about how workers collaborate, and
how Jrhey utilize the companys real estate. See: <ths://vergesense.com/re—
sources/how—doJro—science—is—fronsforming—%e—woy—we—uﬁhze>.

[8] "Time-based warehouse movement maps,’ Amazon Techno|ogies, atent #US

7,243,001 B2, 10.07.2007, via the United States Patent & Trademark Office (USPTO).
3


https://www.ft.com/content/82fdd5fa-be73-11e9-9381-78bab8a70848
https://www.ft.com/content/916b93fc-8716-11e7-8bb1-5ba57d47eff7
https://www.bloomberg.com/news/articles/2017-02-14/new-office-sensors-know-when-you-leave-your-desk
https://vergesense.com/resources/how-data-science-is-transforming-the-way-we-utilize
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Sensor-enabled Jrrc:tcking of workers has led to serious concerns around breaches
of privacy righ’rs not on|y in the workp|oce [9] but also outside of Working hours,
as in some cases data-driven monitoring takes p|oce even while workers are off
du’ry, via GPS devices, health monitoring Jrec|'1no|ogies (e.g. Fitbit bracelets, App|e
watches, etc.) [10] or mobile devices more genero”y. [11] Such workp|oce Jrrclcl(ing
has provokecl pushchk from orgonised labour. For instance, Uni Global Union
have successfu”y nego’rio’red a Europe-wide rigH to disconnect agreement [12]
with Telefonica and Oronge to establish the righ’r for workers to switch-off their
devices outside of wor|<ing hours. In the UK, unions have used collective borgoin-
ing to secure protections for workers, such as the inclusion of a “privocy switch” in

|ogis’rics to stop vehicles being tracked when workers are off du’ry. [13]

While the emphosis of the map is on worker data, it also includes data cop’rured
from users/consumers, outside the workp|oce, to show the genera|ised form which
datafication now takes, oﬂcec’ring both the spl’\eres of work (emp|oyed and domes-
tic) and those of consu mption, communication/social interaction, leisure, and so on,
in ever more expansive and gronu|or forms. As a consequence, the distinction
between woged labour and user oc’rivi’ry/produc’rivi’ry can on|y be maintained on
formal or rhetorical grounds, as Jrhey both constitute prime sources of data, the
principc1| raw material from which digi+a| ecosystems make copi’ro| gains Jroduy.

Hence, the ‘connected” workplace - now joined to vast infrastructures of data
collection, storage, ono|y’rics and rent via sensor Jrecl’mo|ogies - is also represen’red
in terms of its relation to the ‘connected social foc’rory': the connected ‘worker and
the connected ‘user’ constitute two sides of the same coin, so to spec1|<: worker/us-
er.

9] Ong, Thuy. ‘Amazon patents wristbands that track warehouse emp|oyees' hands in
real time,” The Verge, 01.02.2018, accessed at: <|’1H’p$://w\/\/-
W.H’]everge.com/QO?S/Q/V]éQ58918/omozon—|o0+—
en+s-+rocl<ob|e—wris+|oono|—worehouse—emp|0yees>.
10] McGee, Suzanne, ‘How emp|oyers trackin your health can cross the line and
ecome Big Brother,” The Guardian, 01.05.2015. Accessed at: <h+’rps://www.+heguoro|i—
on.com/|h(eonds+y|e/us—money—bbg/QO]5/—
mo\//O]/em |oyers—’rrocking—heo|Jrh—1ci’rbi+—opp|e—wo+ch—big—|oro+|’1er>.
(1] Saner, Epmine "Employers are monitoring computers, toilet breaks - even emotions.
s your boss wo’rching you?”, The GUOTdiOﬂ,%4.0S.QO]8‘ Accessed at: <|'1Hps://www.—
Jrheguqro|ion.com/v\/or|o|/2018/—
mo\//M/is—your—boss—secreHy—or—noJr—so—secreH -watchin -you>. See also; Wonil Lee,
Ken-Yu Lin, Edmund Seto, Giovanni C. Mig|\/i/cccio, “\)\/georab|e sensors for monitoring
on-du’ry and oﬁ(-du’ry worker ph sio|ogico| status and activities in construction,” Auto-
mation in Construction, Vol. 8% 5017, pp. 341-353. Accessible at: <ther5://—
doi.org/10.1016/j.autcon.2017.06.012>.
[12] Pakes, Andrew, ‘Our always-on work culture hurts everybody - this year, fight for
your ri ht to switch off,” The |nde|oeno|en’r, 08.01.2020. Accessible at: <|’1Hps://www.in—
e engenfco.uk/voices/unions—work—hfe—bobnce—ﬂexib|e—workin -a9975576.html>.
[]39T Pakes, Andrew, "\)\/hy Big Data is becoming the front line in the battle for workers’
rights,” | eft Foot Forward, 17:02.2020. Accessige at: <ths://|eﬂ‘Fooi‘For—
Word.org/QOQO/OQ/how—big—cloJro—is—now—Jrhe-](ronJr—hne—in—workers—righ+s/>; see also:
H’rps://congress.Jruc.org.uk/composiJre—Oé—coHec—

tive-voice-and-new-tech no|ogy/#s+|'1c15h.nd\/chpu.Revau7p.dpbs.


https://www.theverge.com/2018/2/1/16958918/amazon-patents-trackable-wristband-warehouse-employees
https://www.theguardian.com/lifeandstyle/us-money-blog/2015/may/01/employers-tracking-health-fitbit-apple-watch-big-brother
https://www.theguardian.com/world/2018/may/14/is-your-boss-secretly-or-not-so-secretly-watching-you
https://www.sciencedirect.com/science/article/abs/pii/S0926580517305228
https://www.independent.co.uk/voices/unions-work-life-balance-flexible-working-a9275576.html
https://leftfootforward.org/2020/02/how-big-data-is-now-the-front-line-in-workers-rights/
https://congress.tuc.org.uk/composite-06-collective-voice-and-new-technology/#sthash.ndVRcxpu.7965H1tz.dpbs

2.2. Domains of the data economy represen+e<:|

The map represents four domains or levels of the data economy:

1. The level of the worker (and user) where data mining or data extraction is ena-
bled loy sensor-fused devices, such as wearables or items embedded with Radio
Frequency |dentification (RFID) sensors, optical detection sensors, or ultrasonic

transducers.

2. The connected Workp|oce and the connected social {oc’rory (inscribed within the
lloT and the loT respec+ive|y) which form the contexts for data extraction.

3. Infrastructures of data storage, processing, and ono|y+ics, inc|uding infrastruc-

tures enobhng the training of Artificial |n+e||igence (Al).

4. |nfrastructures of data rent and usage.

230 j
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> From "Wireless identifier based real time item movement froc/(ing“
> Amazon Techno/ogies Inc, patent # US 9,900,061 BI, Feb. 20, 2018
> Accessed at USPTO



2.3. From data mining to q|gori+hmic governance and back: data’s

life cyc|e

The map also aims to show the broader life cyc|e of data from initial data mining,
to its processing as part of Al training, which in turn fuels predicfion mode”ing,
+O|rge+ec| morke’ring, behavioural ‘futures’ (i.e. behavioural predic’rions) and, more
genera”y, a|gori+nmic governance. [14] In other words, the condifioning of behav-
iour Jrhrougn o|gori’rhm-|ec| processes in the (imbricated) spneres of work and con-
sumption is articulated as one outcome tof the same process of datafication.

The map refers to the user as ‘produc’r' to express how such condi’rioning, moin|y
by way of choice architectures []5] (’rne inﬂuencing of consumer choices by clesign,
ie. nudging) [16] leads to the produd‘ion of behaviour so’risfying the interests of
marketers or (loT) corporations.

The term governance is therefore understood in a broad sense to encompass po|i’ri-
cal governance processes as well as data-driven monogerid| Jrechniques (e.q.
data-driven surveillance or dataveillance and produc’rivi’ry monH‘oring), Jr~::|rge’rec|
oclverﬁsing, preclic’rive po|icing, etfc.

The wider, outer arrows of the map show that d|gori+|'1mic governance constitutes
data mining's ultimate ‘proclud", while in turn cono|i+ioning data mining itself, as
o|gori’rnm-|ed processes are used to power data collection, processing and onc|y’rics,

in a cyc|ico| form.

[14] On dlgorithmic governance see for instance: Katzenbach, C. & Ulbricht, L. (2019).
A|gori’rnnnic governance. |nfernet Po|icy Review, 8(4). DOI: 1014763/2019.41424; Eyert,
F|orion; [rgmaier, F|orion,- U|bricn+, Lena (2018) : A|gori+|‘|mic social ordering: Towards a
conceptua framework, In: Ge’rzinger, Gunter (Ed.&: Critical issues in science, Jrecnno|og
and society studies: Conference proceedings of the 17th STS Conference Graz 2018,
7th-8th May 2018, ISBN 978-3-85125-625-3, \/er|og der Technischen Universitat Graz,
Graz, pp. 48-57, DOI. 10.3217/978-3-85125-625-3." Accessed at: <n’r+ps://www.econ—
stor.eu/handle/10419/191592 >.

[15] Thaler, R. H, Sunstein, C. R, & Balz, J. P. (2013). Choice architecture. In E. Shofir
(Ed.), The behavioral foundations of public policy (pp. 428-439). Princeton, NJ: Princeton
Universi’ry Press.

[16] See for instance, Karen Yeung (2017) "Hypernudge”: Big Data as a mode of requla-
tion by design,” Information,  Communication & Society, 20, 118-136, Ol:
10.1080/1369118 X.2016.1186713.


https://policyreview.info/concepts/algorithmic-governance
https://www.econstor.eu/handle/10419/191592
https://www.tandfonline.com/doi/abs/10.1080/1369118X.2016.1186713

2.4. Data capture devices featured

2.4.a. "Wearable RFID device with manually activated RFID tags’
(Amazon Technologies Inc.) [17]

Figure 1 on the map represents a wearable Radio Frequency Identification (RFID)
device which may include “one or more mcmuo”y activated RFID tags comcigurecl
to transmit unique RFID signa|s in response to a manual activation thereof.” [18] It
may be worn about any aspect of a user's boo|y (e.g. hand, a wrist, or an arm)
and be manuq”y activated to transmit sign0||s that are consistent with instructions
associated with por+icu|ar tasks. This could, for instance, be in’regro’red intfo a g|ove
that the worker migl’ﬁr wear.

While the general functionality of the RFID device is described as the remote
operation of systems, or opp|icmces (i.e. the transmitted signo|s lead to a sequence
of actions such as operating a machine once translated by an opp|ico’rion server),
the patent emphosises that the eno|o|ing of worker identification or authentication
constitutes one of the main odvon’roges of RFID wearables over traditional remote
controls and is hence, a crucial function of such a device. The patent also describes
how manually triggered RFID tags can be used in combination with RFID tags
that are actionable without touch (i.e. enobhng ‘passive sconning') but are associat-
ed with a pcr+icu|ar worker, thus describing a form of worker surveillance in all
but hame.

> From "Wearable passive scanning device”
> Amazon Technologies Inc.

> Patent # US 9,900,061 Bl, Feb. 20, 2018
> Accessed at USPTO

[17] "Wearable RFID devices with monuo”y activated RFID tags,” Amazon Technolo-
gies Inc, patent # US9,811,955 B2, 07.11.2017, via the United States Patent and Trade-
[mo]rkb%{ﬁce (USPTO), accessible at: <h++ps://www.usp’ro.gov/>.

18] Ibid.



The device could be used in |orge inventory systems (e.g. in e-commerce ware-
houses) to enable the self-authentication or identification of workers during the
movement of items from warehouse she|ving to pockqging and reodying for
transport and o|e|ivery. It may also be used by the worker to confirm her or his
performance of a given task. [19] If a worker attempts to enter a secure location
without monuo”y triggering an RFID tag, +|’1ey may be identified \pcssive|y'
Jrl'mrougl’m non-monua”y activated tags (such as held in identification bcdges) and
permi’r’recl to choose to use RFID tags oc’rive|y and signo| their presence vo|un+c|ri|y.

As per the exomp|e in Figure 2 described below, the information associated with
RFID signals [20] is collected in a data store operating in conjunction with one or
several application servers. More broadly, the patent describes how the RFID
system can be in’regro’red within morke+p|aces via external and internal networks.

An RFID tag does not need to operate within a line of sight, unlike barcodes or
QR codes. Therefore 'RFID tags may be concealed or embedded into many differ-
ent types of objects of any size or shcpe, as well as humans or other animals.” [21]
Addi+iona||y, an RFID tag can transmit signo|s in many different formats and ot
many different frequency levels. These elements raise serious ethical concerns and
alarms around possi|o|e privacy breaches and the question of whether workers are
informed of these quc|i’ra’rive differences (i.e. tunable frequencies).

2.4.b. "Ultrasonic bracelet and receiver for defecﬁng position in 2D
p/ane" (Amazon Tecl‘mologies Inc.)

Figure 2 on the map represents a bracelet enab|ing the ultrasonic frocl(ing of a
worker's hands, which may be used to monitor the performance of assigned
tasks. The device is in’regra’recl in an ‘inventory system’ which includes a manage-
ment module opero’rive|y coup|eo| with various ultrasonic units. Data collected via
monitoring is held within an opera’rionq| data store, and data access control
services and business |ogics are executed via an opp|icc1’rion server (see figure 6

on the mqp) which is copob|e of generating contfent (e.g. text, grophics, audio,
and/or video) transferrable to users/clients via the Web, for instance. [22]

[19] Column 7 of patent # US9,811,955 B2.

[20] An RFID reader can be com(igured to “capture, evaluate, tfransmit or store any
available information regordin signo|s from one or more RFID Jrqgs, inc|uding informa-
tion regording any attributes o?( the signo|s," eg. “sensed signo| errengH'\s or intensities,
angular directions or ranges’ fo the tags. (Ibid, column 9)

Pﬁ Column 4 of patent # US9,811,955 B2.

22] "Ultrasonic bracelet and receiver for de’rec’ring position in 2D plane,” Amazon

Tecl’mo|ogies Inc., patent #US 9,881,276 B2, 30.01.2018, via USPTO.



A data store refers to "ony device or combination of devices copcb|e of storing,
accessing, and retrieving data.” It may include “any combination and number of
data servers, databases, data storage media, in any standard, distributed, or
clustered environment.” [23] The data store is integrated with an application
server that enables it to obtain, updo’re or process data in response to instructions.

Types of data stored may comprise: produc’rion data and user information:;
inventory information (items identification; storage location identification); |og
data used for reporting, ono|ysis or other purposes (i.e. moni’roring).

Ultrasonic bracelets can be used in inventory systems, such as those operative in
mail order warehouses, supp|y chain distribution centres, airport |uggoge sys-

tems, custom-order monuch’ruring facilities.

24.c. “Physiological data collection” (Fitbit Inc.)

Figure 3 on the map represents "a portable biometric monitoring device to take
a heart rate measurement from a side-mounted op’rico| heart rate detection
sensor.” (emphasis added) [24] The patent includes several embodiments of
biometric data collection devices and physio|ogico| information detection systems
using o|gori’r|'1ms. The main purpose of such devices, in summary, is to find out
about the wearer's body.

Such devices can collect one or more types of p|’1ysio|ogicq| and/or environmen-
tal data from embedded sensors and/or external devices and can “re|cy such
information to other devices, inc|uc|ing devices copcb|e of serving as Internet-ac-
cessible data sources.” Biometric data collected can be accessed using a web
browser or other network-based opp|ico’rion by clients or streamed by emp|oy-
ers, real-time, via Jrhird-par’ry companies, thus eno|o|ing health-based surveillance
of workers while they are off-duty. For instance, a US based company, Regal
Plastics accessed their employees’ fitness and location metrics via their United
Health insurance group account, in real-time. [25] Data captured from a device
on an emp|oyee's wrist was delivered Jrhrough streaming via an app on their
boss's mobile phone.

[23] lbid, see columns 21 and 22.

[24] "Physio|ogico| data collection,” Fitbit Inc., patent #US 9,662,053 B2, Fitbit Inc,
30.05.2017, via USPTO.

[25] For exomp|es, see Rowland, Chrieropher, “With fitness trackers in the workp|oce,
bosses can monitor your every step — and ossib|\/ more,” The Woshing’ron Post,
16.02.2019, OCCQSS@J/O'i': <ths://www.wosﬁinngonpoer.com/business/economy/wiﬂq-ﬁﬁ

ness-trackers-in-the-workplace-bosses-ca n-monitor-your-every-ste --ond-possib|y-more/2

019/02/15/7 5ee0848-2045-HeQ-bOH-dE’)500é44dc98_s+ory.|ﬂ+m >
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https://www.washingtonpost.com/business/economy/with-fitness-trackers-in-the-workplace-bosses-can-monitor-your-every-step--and-possibly-more/2019/02/15/75ee0848-2a45-11e9-b011-d8500644dc98_story.html

Biometric and environmental data (e.g. |oco+ion) produced by consumers can be
collected and anonymised |oy Jrhird-pc:tr’ries via opp|ica’rions to produce profi|es sold
on data mdrke’rp|oces or to infer health-based behaviours and to market produc+s
occording|y. Pharmaceutical companies may for instance direct research and pro-
duce new drugs in line with such predic+ions. [26] While oﬁcering the prospect of
important copi’ro| gains for data collectors and brokers, the mining of such data
presents privacy risks for consumers. Fitbit, which was ocquired |oy Goog|e via its
parent company A|p|'wbe+ in 2019, [27] claims that its privacy po|icy prohibifs it
to share any identifiable information, but research has shown that cmonymised

data can easily be “re-identified.” [28]

Processor Memory
User > User Wireless »| Client and/
|nteraction |« Interface Transceiver |« or Server
Environmental Biometric
Sensors Sensors

User presses the side of device
to take a HR measurement from side
mounted op+ico| heart rate detection

sensors

Heart Rate Detected ‘

Heart Rate = 75 bpm

> From “Physio/ogica/ data collection’
> Fitbit Inc.

> patent #US 9,662,053 B2, 30.05.2017,
> Accessed via USPTO

[26] Frazee, Gretchen, "Google bought Fitbit. W hat does that mean for your data

rivocy?,“ PBS News Hour, 81.“.2018, accessed at: <h’rrps://www.pbs.org/news—
Eour/economy/mokin -sense/goog-
le-bought-fitbit-what- oes—rhor—meon—ror—your—doro—privocy>.
[27] C apman, Michelle, “Google |ouys Fitbit for $21 billion,” PBS News Hour,
O111.2019, accessed at: <Iﬁﬁps:/?www.pbs.org/newshour/norion/goog|e—buys—fi+—
bit-for-2-1-billion>.
[28] lbid, see also: Sweeney, Loronyo, \‘k—ononymiry: a model for protfecting privocy‘"
International Journal on UncerJroiner, Fuzziness and Know|edge—bosed Sysrems, 10 (5),
2009; 557-570. Accessed at: <r]Hps://epic.org/privocy/reidenrificorion/gweeney_Arﬁ—
depdfs.
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https://www.pbs.org/newshour/nation/google-buys-fitbit-for-2-1-billion
https://epic.org/privacy/reidentification/Sweeney_Article.pdf

25 The conned’ed WOFl(PlCICG

Figu re 4 on the map shows how the worker is connected via sensor-fused devices
to the connected wor|<p|oce (e.g. the smart warehouse in e-commerce, or the retail
shop) where on-premise computing Jr|’1rough edge software (see ec/ge computing
in the g|ossc|ry) is combined with cloud-based services (see cloud compuﬁng).

Sensor-based connectivity of the wor|<p|oce has allowed not on|y for worker pro-
duc’rivi’ry monitoring and streaming from the smart warehouse to the office, but
also for predic’rive onc|ysis re|o+ing to “quc:||i’ry moni’roring“. A patent filed recenHy
by Microsoft under the ftitle "Meeting |nsigh’r Computing System,” [29] describes
a system designed to infer and predic’r “quc:||i’ry scores” for emp|oyee meetings
from data such as |oody |onguoge, facial expressions, room temperature, time of
c|oy, and the number of peop|e gc’rhered. [30] Microsoft's quo|i’ry scoring system
may operate Jrhrough the hybrid integration of sensor-based Jrr0|cl<ing and cloud
computing (e.g. Microsoft's Azure loT). [31]

2.6. The connected social fdc’rory

Figure 5 on the map represents the po’ren’ric| connectivity of various - |orge|y
domestic - smart objects with respect o |orger networks (e.g. cloud-based comput-
ing services via the Internet) in the context of the loT through sensor-based tech-
no|ogy. W hile the dicgrom refers to the processing of audio data in voice-enabled
devices and voice-controlled objects, [32] the reach of object and environment
connectivity via sensors is ever equnding. For instance, objects may be controlled
via gesture preclicﬁon a/gorif/’rms c||owing for gesture detection as subtle as the
closure of an eye.

[29] "Meeting Insight Computing System,” Microsoft Technology Licensing, patent

#US2020/0358697 Al, 12.11.2020, via USPTO, accessible at:
<|’1Hp://oppﬂ.usp+o. ov/netahtml/PTO/index. html>.
[30] Bishop, Todd, "Microsoft patents tech to score meetings using |ooo|\/ |onguoge,
facial expressions, other data,” Geek Wire, 28.11.2020, accessed at: <h++ps://www.geel<-
Wire.com/QOQO/microsoH—poJren+s—+ec|'mo|o—

y-score-meetin s—using—body—|onguoge-chid—expressions—d0+o/>.
?31] See: ths://gQZUre.microsoH.com/en—gb/services/io+—|'1ub/.
[32] "Processing spoken commands to control distributed audio outputs,” Amazon
Techno|ogies, patent #U59,858,927 B2, 02.01.2018, via USPTO, accessible at:
<|'1Jr’rp://opp1(+.usero.gov/neJrOh+m|/P—|—O/ino|e><.|'1er|>.
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https://www.geekwire.com/2020/microsoft-patents-technology-score-meetings-using-body-language-facial-expressions-data/

> From "Meeﬁng /nsighf Compuﬁng Sysfem"

> Microsoft Techno/ogy Licensing
> Patent #US 2020/0358627 Al, Nov., 12, 2020, via USPTO

> From "Associating Semantic |dentifiers with Objects’
> Microsoft Tecl'mo/ogy Licensing

> Patent #US 10,783,411 B2, Sep. 22, 2020, via USPTO
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> From "Providing user input to a computing device with an eye closure’

> Amazon Teclmo/ogies Inc., patent # US 9,483,113 BI, Nov. I, 2016, via USPTO.

A 2016 Amazon Technologies patent describes a system allowing for user input
to a computing device via an eye closure to access additional features (e.g. a
gropl’\iccﬂ over|oy enobhng the selection of functions re|o+ing to an opp|ico+ion,
game or content). [33] Cri’rico”y, for the device to be able to iden’rify a user's eye
closure and its characteristics (e.g. duration), it relies on an o|gori+|1m trained on
similar type of ‘historical data (i.e. recorded from previous usoge). Todoy, it is pos-
sible for such devices to be trained on a continuous basis at the ‘edge', i.e. with
data collected ’rl’\rough imaging sensors by the very device handled by the user
and ono|ysed via eclge computing software (on the edge training of Al, see neural

networks).

This means that an event as subtle as an eye closure has become an event of data
capture used to train o|gori+|'1ms, possib|y ‘real-time’, and a form of invisible labour
of a value now intensified |oy the copobi|i+ies of edge computing, o||owing for the

spreccl of new kinds of predic’rive interfaces. [34]

[33] "Providing user input to a computing device with an eye closure,” Amazon Tech-
nologies, patent #US 9,483,113 B1, O111.2016, via USPTO, accessible at:
<th://oppFJr.usero.gov/neJrothm|/PTO/mo|e><.thm|>.

[34] See for instance, Cagla C1§ Karaman, Tevfik Metin Sezgin,"Gaze-based predic-
tive user interfaces: Visua izing user infentions in the presence of uncerJroiner," ﬁ’ﬁrerno—
tional Journal of Human-Computer Studies,Volume 11,2018, pp.78-91,accessible at:
<ths://doi.org/]O.]O]é/j.ijhcs.QOW.H.OOS>.



2.7. Infrastructures of storage, process, and qna|y+ics

Data warehouses, data lakes, and databases constitute infrastructures of storage,
processing and onc|y+ics, which are increosing|y suppor’recl |oy cloud compu’ring.
[35] Businesses use a combination of these three types of infrastructures to store
and ano|yse data. Their integration is enabled |oy a variety of app|ico+ions and
services. [36]

A data centre or server farm is the physico| entity or foci|i’ry where servers or
computing systems are set-up. They are used by organisations to store critical
(business) app|ico’rions and data. [37] By distinction, a data warehouse is a data
architecture or system on a server, whether in a data centre or cloud-based, which
allows an organisation to aggregate data from mu|’rip|e sources and run powerfu|

analytics. [38]

A Jry|oicc:|| data collection and processing workflow would consist in dropping data
in a data lake where data is exp|ored and prepored. The selected data is then
moved to a data warehouse where it is cno|ysed. Such data can then be used to
inform future reporting activities (e.g. Jrhrough data visualisation on dashboards).
However, data can also be p|oced in a data warehouse direcHy. An organiso’rion's
workflow will depend on the types of omq|y+ics +hey intend to perForm, ie. big
data omo|y+ics vs. other forms of omo|y+ics.

A data warehouse is a repository where data is stored in a structured manner. It
is designed for the aggregation of disporc+e data and the imp|emen’rc1+ion of ana-
|y’rics. [39] Data flows into a data warehouse from mu|’rip|e sources, from transac-
tional systems to relational databases, [40] on a regu|ar basis.

For instance, Acxiom Corporc’rion, said to have amassed the world's |orges+ com-
mercial database on consumers and to be the leader in ‘database morke’ring', may
gather data from sources as varied as public records, consumer surveys, online
consumer +racl<ing, bank card transactions, etc. to build |c1rge relational data infra-
structures (see relational data’ in g|ossory terms).

[35] ths://www.snowﬂoke.com/ﬂending/do+o—|ol<e—vs—o|o+o—worehouse.

[36] ths://ows.omozon.com/redshiﬂ/bke—House—orchiJrechu re/; ths://ww—
W.ibm.com/uk—en/prodchrs/inJregrofed—ono|yﬁcs—sys’rem.

[37] https://www.ibm.com/cloud/learn/data-centers.

[38] ths://www.ibm.com/c|oud/|eorn/o|o+o—worehouse.

[39] See: IBM (2018) "Data Warehouse p|oh(orms demys’rh(ied," accessed aft:
<ths://www.ibm.com/occounJr/re /uk—en/signu formid=urx-32400>: and
<https://learn.panopl .io/dob—woreﬁdousing—+rencfs—repor+—2018>.

[40] A collection o#ocyo’m items with pre—defined re|o’rions|'11ps between them Jrhrough a
tabular structure: <ths://WWW.ibm.com/ono|y+ics/re|o+iono|—o|0’robose>.

15


https://www.ibm.com/uk-en/products/integrated-analytics-system

Some of their customers include big banks like Wells Fargo and HSBC, invest-
ment services companies like E*Trade, large automakers such as Toyota and Ford,

depar’rmen’r stores like Macy's. [41]

In a data warehouse, data is organised in a tabular format to allow for searches
using Structured Query Language (SQL) (a standard language used to access,
communicate with or monipu|a’re data warehouses or databases). Some opp|ico—
tions, such as used in machine |eorning or Al powered |oig data ono|y+ics, can
access data even when semi-structured or unstructured. Data can be accessed
from a data warehouse through business intelligence (Bl) tools, [42] SQL clients,
[43] and other types of app|ica’rions, by users such as business anc1|ys’rs, data engi-
neers, data scientists, and decision makers.

A data lake is a method of storing data in its native format. Hence in a data lake,
data can be found in structured, semi-structured, and unstructured forms (e.g.
videos, images, unparsed text forms such as emails, etc.). [44] It can store relation-
al data from transactional systems, and non-relational datq, e.g. from mobile
devices, social media interactions, and loT devices. [45]

As data in a data lake can be sometimes found in unstructured forms which are
more difficult to anonymise (i.e. videos and pho’rogrophs), data lakes require the
use of data governance tools that guarantee comp|icmce with data regu|c’rion to
ensure the protfection of privacy rig|’1’rs.

Ungoverned data lakes are referred to as ‘data swamps contfaining data that
cannot be trusted (as it may breach privacy righ’rs or security issues). [46] As data
in data lakes is often un-curated, data lakes are the p|ayground of data scientists
and data anc1|y’rics experts, not business ono|ys+s.

Databases, also referred to as ‘transactional databases,” store data cap’rured ‘as-is’
from a sing|e source, often from transactional systems. They are designed to sup-
port the running of produc’rion systems - e.g. websites, banks or retail stores. [47]

[4]] Singer, NoJrosho, "Mopping, and Shoring, the Consumer Genome,” New York
Times, 16 June 2012, accessed at: <htt s://www.nyﬁmes.com/QO]Q/Oé/W/Jrechno|ogy—
/ocxiom—Jrhe—quieJr—gionJr—oF—consumer—dOoJrObose—mOrkeﬁn html>.

[42] See for instance <H’rps://owsomozon.com/quicksig t/> or

<h++ps://ozu re.microsoﬂ.com/en—gb/overview/who#ore—business—in+e||igence—+oo|s/>.
[43] An SQL Client is a rogram written in Java allowin you to view the contents of
a database. See: <ths:/}devebper.ibm.com/+ec|'1no|ogies/gdo+oboses/orﬁ—
c|es/dm—0312|ohogc1|/>.

[44] IBM, "Five my+|'15 about the data lake,” accessed at: <H’rps://ww—
w.ibm.com/downloads/cas/BOGPM93R>.

[45] See: ths://www.ibm.com/uk—en/onc|y+ics/do’ro—|ake; and for instance:
H’rps://ozure.microsoﬂ.com/en— b/solutions/data-lake/.

[46] H+ps://deve|oper.ibm.com Jrechno|ogies/or10|\/Jrics/orJric|es/—
bo—dofo—becomes—know|edge—2/.

[47] H+ps://|ool<er.com/doJroboses/Jrronsoc+iono|.
16
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W hile data warehouses use de-normalised schemas, [48] in a database data is
stored +hrough higl’ﬂy normalised schemas and orgonised in tables and columns.
Normalization consists in decomposing tables to eliminate data redundoncy (repe-
tition) and undesirable characteristics, thus improving data integrity. [49]

A data martis a smaller form of data warehouse that serves the needs of a par-
ticular business entity or sector, e.g. finance, mque’ring, sales, etc. A mart may also

constitute a subset of a data warehouse. [50]

Data governance tools are used to inform the architecture and management of
all types of data infrastructures (data warehouses, data lakes, and databases) to
comp|y with relevant data regu|o’rions (e.g. the General Data Protection Regu|o+ion
(GDPR) in Europe or the California Online Privacy Protection Act, in the USA for
instance) [51] while the opp|ico’rion of such tools also contributes to the valorisation
of data, as users will be more inclined to buy or use trusted data. [52]

2.8. Hybrid infrastructures

These are infrastructures characterised |oy the integration of on-premise opp|ico-
tion servers (ie. held in corporate data centres) with cloud-based computing
services (e.g cloud-based storage and ona|y+ics in cloud data warehouses, such as
AWS Redshift, Microsoft Azure, or Goog|e Bnguery). Such integration is ena-
bled by opp|ic0+ions and services sold by p|od'Forms that act as intermediaries
between data centres and cloud-based services users. Such mediation takes p|0ce
via the Internet, while cloud-based services (sforqge, ono|y+ics) can take p|oce in

Virtual Personal Clouds (VPC) against rent.

[48] A schema is the |ogico| descrip’rion of a collection of database objects, inc|uding
tables, views, indexes, and synonymes. See: <|f1++ps://www.+u’rorio|—
spoin+.com/dw|'1/dw|'1_schemosihjrm>. Exomp|es of de-normalised schemas are the Star
schema or Snowflake schema. See: <|’1Hps://www.ibm.com/supporJr/know|—eo|gecen’rer/
en/SSOUM9S_919/-
com.ibm.do+o’roo|sdimensiono|.ui.doc/Jropics/c_dm_dimschemos.h’rm|>.
[49] Li, Lorraine. ‘Database Normalisation Exp|oineo|," towardsdatascience.com,
02.07.2019, accessed at: <ths://Jrowaro|stJroscience.com/do’robose—normo|izo’rion—e><—
lained-53e600494495> .
50] |f1Hps://Jrry.ponop|y.io/moo|ern—dofo—monogemenJr/.
[51] See <https:// |obc1|o|o+0hu|o.+0y|orwessin .com/ho+—+opic—go|pr; and |f1++ps://
|obo|o|o—’rohuE.’ro\ﬁorwessingcom/orﬁde/regu?oﬁon—of—big—dojro—in—fhe—uni+ed—s+o+es>.
52] |f1’r+ps://www.ibm.com/uk—en/ono|y+ics/use—coses/governing—do+o—|0ke.
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2.9. Neural networks

Neural networks are an area of Artificial |n+e||igence (A|) also known as Deep
Learning (DL) (see Al training in the g|ossory). It is a type of machine |ec|rning
Wl’\ereby a computer learns tasks by ono|ysing |drge data sets that usuo”y have
been labelled in advance (see clickwork). A neural net can consist of thousands or
even millions of processing nodes that are c|ense|y interconnected in a manner
reminiscent of the human brain. [53]

Figure 7 is a schematic representation of aolapﬁve neural networks used in auto-
matic speech recogni+ion sys+ems. Their performdnce can be improved |oy upclo’r-
ing or retraining the neural networks during run time. ‘Re-’rroining' can be based on
the output of a speech recognition system for instance at each utterance or at var-
ying time scales. These networks can be +houg|ﬁ+ of in terms of |oyers: with an
input |oyer corresponding to the influx of data, an output |c|yer corresponding to
the output of predic’rions, and some hidden |oyers in between. [54]

Eo/ge training of neural networks is now expcmcling c|ong the trend of edge data
centres and edge computing, enob|ing for faster processing and on0|ysis of data
on-premise. Neural networks can be trained on mobile devices for instance to
counter |o+ency or bandwidth limitations (see edge computing below). [55]

[53] Hardestym Larry, "Explained: Neural networks,” MIT News Office, 14.04.2017,
accessed at: https://news mitedu/2017/explained-neural-networks-deep-learning-0414;
see also: <ths://www.ibm.com/uk—en/cﬁ)ud/deep—|eornmg>.

[54] See "Adaptive neural network speech recognition models,” patent #US 9,153, 23]
B1, 06.10.2015, via USPTO.

[55] Raj, Bharath, ‘Deep Learning on the Edge,” Medium, 24.06.2018, accessed at:
|’1Hps://+owordsdo+gscience.com/ eep—|ec1rning—on—+he—edge—91816931(466c.
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2.10. Infrastructures of data rent and usage

The map refers to data morke’rp|oces as p/ah(orms where users can buy, rent or
sell different types of data sets and data streams from several sources. [56] The
map shows a distinction between data warehouses and data lakes users. Data
W arehouses contain data orgonised in tabular formats and moin|y accessed |oy
business ono|ys’rs, but also data scientists and data c|eve|opers. As mentioned
above, as data in data lakes is often uncurated, it is therefore moin|y accessed |oy
data scientists and data cmo|y’rics experts, not business cno|ys’rs. While there are
‘giants’ (e.g. Acxiom) |eco|ing the market of data rent/sale, there is an ever
exponding number of data morke’rp|oces at different scales of the market. [57]

[56] On loT morke+p|oces see Deichmonn, J, Heineke, K, Reinbocher, T, and Wee, D,
"Creating a successful Internet of Things data morke’rpbce,“ McKinsey, 7 October 2016,
accessible at: <ths://wwwimckinsey.com/busimess—lcuncﬁons/mckinsey—digi+o|—

/ou r—insigHs/creoﬁng—o—successfu|—in’rerne+—of—+hings—do+o—morl<e+p|oce>.

[57] See for instance the data morke+p|oce |o|ohcorm Datarade acting as an infermedi-
orydbe’rv/\/een data brokers and buyers of commercial data g|obo||y: <H+|os://o|oou+.o|o+—
arade.ai/>.

2.11. Platform:s

The term refers to a por’ricu|c1r business model in which a p|o1‘Form acts as an inter-
mediory between different groups |oy operating via the Internet and opp|ico’rions:
for instance, companies such as Uber and Lyﬂ' connect drivers and customers;
Facebook and Goog|e |oring +oge+her consumers, businesses and odverﬁsers; while
Amazon, beyond connecting sellers and buyers, builds and owns a great part of
the infrastructures upon which o|igi’ro| economic exchqnges depencl (i.e. cloud com-
puting; data storage; ..). [58] Platforms are designed to make copi’ro| gains |oy
extracting data from the transactional exchonges between the groups to which
+hey provide infrastructures of intermediation. [59] Platforms tend to monopo|ise
a por’ricu|qr market, such as AWS and Microsoft for cloud computing, Goog|e for
+arge’rec| marke’ring, etc. The map shows that p|01'Forms intervene at every level
of the data life cyc|e: extraction, processing, ona|y’rics, renting of hybrid infrastruc-
tures, cloud computing, A|—’rroining, data rent or sale, wearables design, etc.

[58] Srnicek, Nick. “The challenges of platform capitalism: understanding the logic of a
new business model,” 20.09.2017, The Institute for Public Po|icy Research, accessed at:
[<Hirpij:/éwww.ippr.org/junchu re—i’rem/fhe—chc”enges—of—p|0f‘Form—copi’rahsm>.

59] Ibid.
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212. Internet infrastructures (including submarine cables)

The Internet infrastructures include neor|y 750,000 miles of fibre optic submarine
cables [60] which connect the continents to support online communication net-
works. [61] About 99 per cent of total international data transmissions run H’\rougl’\
these cables, [62] while Fiber-op’ric Jrecl’mo|ogy constitutes the medium of choice for
Internet backbone providers. The loT and its industrial form operate H’\rough the
integration of soft and hard infrastructures sustaining the Internet, which in turn
enables cloud gateways fo operate. The map indicates that Internet infrastructures
intervene at most stages of the data life cyc|e.

As the market pioneer and leader in cloud services, Amazon Web Services
(AWS) has become increosing|y active in the subsea cable market. AWS started
its investments in the market in late 2016. It has for instance invested in ventures
such as the Jupiter Cable” connecting Japan and the US (early 2017), became a
consortium member of the Bay to Bay Express Cable System (BtoBE) linking

Hong Kong and the US (2018), and acquired fiber pairs on MAREA (connecting
Virginio and Spoin).

The BtoBE consortium includes China Mobile International, Facebook (by its
direct subsidiory Edge USA) and Amazon (by its Who”y-owned, indirect subsidi-
ary \/odo’rc). [63] Goog|e, o|ongsic|e AARNet, Indosat Ooredoo, Sing+e|, SubPart-
ners, Telstra, and Alcatel Submarine Networks (ACN) was involved in |oui|ding

a new international subsea cable system in Southeast Asig, called |nc|igo. [64]

[60] See Telegeography, The Submarine cable map,” accessible at: <https://
WWW.sub—mormecob‘oemap.com/>.

[61] Satariano, Karl, ‘How the Internet Travels Across Oceans,” New York Times, 10
March 2019, accessible at: <ths://www.nerimes.com/inJrerQCJrive/QO]Q/OB/]O/
Jrechno|o—gy/in+erne+—co|o|es—ocec1ns.hfmp

mtrref=www.goo |e.com&steﬂ—ype:RE@\)\/ALL>.

[62] UNCTAB, \‘gigi+a| Economy Report 2019, p. 1. Accessed at: <https://unc-

tad.or /Webﬂyer/o|igi’r0|—economy—reporJr—QO]Q>.

[63] gee: ths://WWW.submorineneerorl(s.com/en/sstrems/Jrrons—pociFic/bJrobe; and
ths://WWW.submorineneerorks.com/en/sstrems/’rrons—oﬂonﬁc/moreo.

[64] For an overview of subsea cables across the globe, see Ducket, Chris, “Indigo
subsea cable made ready for use,” ZDNet, 30.05.2019, accessed at: <https://www.zd-

net.com/a rﬁc|e/ino|igo—su bseg—cob|e—mode—ready—For—use/>.
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https://www.nytimes.com/interactive/2019/03/10/technology/internet-cables-oceans.html?mtrref=www.google.com&assetType=REGIWALL&mtrref=undefined&gwh=FB59C9B1DEB9249FFE1993237D2738B2&gwt=regi&assetType=REGIWALL

Figure 8 on the map represents one possible embodiment of a long range subma-
rine op’rico| communication system po’ren’recl by Alcatel Submarine Networks
(ACN) and partner Nokia Solutions & Network Oy, which represents a cable
network comprising terrestrial units and submarine units with fibre optic cables
designed for different subsea clepﬂ'\s. For a detailed descrip’rion of the system see
the patent filed with the European Patent Office (September 2020). [65] ACN
built the Southeast Asia subsea cable system called |ncligo, of which Goog|e is one
of the shareholders. [66]

> From "Fiber optic cable having an extended e/ongoﬁon window’
> Cross-section view

> Alcatel NA Cable Systems Inc.

> Patent # US 4, 944,570, Jul. 31,1990, via USPTO

[65] "Equipment for Long Range Submarine Optical Communication,” Alcatel Subma-
rine Networks; Nokia Solutions & Networks Oy, 23.09.2020, via the European Patent
Office, accessible aft: <h++ps://wor|dwide.espocene+.com/po+en+/seorch/Fomi-
ly/066998329/publication/EP3713108 Al1?q=pn% 3DEP3713108 Al>.

[66] ths://www.oﬁ(shore—energy.biz/o|co+e|—submqrine—neJr—

Works—+o—bui|o|—indigo—su bsea-cable/.
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3. Additional +ermino|ogy (g|ossory)

Al training (and Machine Leorning)

This refers to the training of Artificial Intelligence (Al), in particular machine
|eorning (ML) o|gori’r|’1ms, +hrough the use of massive data sets and enormous
compu’ro’riono| copoloi|i’ries. ML o|gori’rhms are progrommecl to recognise patterns
across data sets and train themselves to make ‘decisions” without human interven-
tion. Such o|gori’r|’1ms are wio|e|y active in the financial sector in automated +roo|ing
for instance. [67] Significonﬂy, some training data inputs are on|y obtainable
+|"irough human preparation and annotation performed by clickworkers. Such data
often p|oys an essential role in training Al. [68]

Ano|y+ics

Refers to the process of examining data sets to produce know|edge from them and
inform decisions. These aim to uncover patterns from data sets to extract insighis
that can inform predic’rive models. Ano|y’rics Jrodcziy re|y on specio|ised software
and systems that integrate machine |eorning o|gori’rhms and other A|-powered
copobi|i’ries. There are four broad classes of ono|y’rics: ono|y+ics based on pattern
recognition at the level of data mining; data visualization and o|gori’r|’1m-|ed visual
ono|y+ics (e.g. +|"irough grophic summaries and time-series maps on doshboords);
statistical ono|ysis; and ono|y+ics pericormed for preo|ic’rion, simulation and optimi-

sation. [69]
Analytics (Big Data)

Big data ono|y’rics refers to the increasing capacity to ono|yse and process massive
amounts of data. |+ constitutes a key Jrechno|ogy in +odoy's digi’ro| economy, char-
acterised |oy an increased use of advanced robotics, Artificial |n’re||igence, the
Internet of things (loT) and its industrial form, cloud computing, big data analyt-
ics, and three-dimensional printing. [70] Big data is characterized by: volume
(consisiing of Jrer0||oy+es or pe’roby’res), ve|oci’ry (loeing created real-time), variety
(comprising structured and unstructured formats), exhous’rivi’ry (of scope, e.g. cap-
turing systems or |orge groups), gronu|ori’ry (endowed with fine-groined resolu-
tion), and re|o’riono|i’ry (comprised of |orge data sets that may be combined
+oge’rher for inferences). [71]

[67] Yallop, Mark. "Machine Learning: the Big Risks and how to Manage them,"
Financial jE%imes, 23.12. 2019. Accesseg at: <h++ps://www.i(+.com/
content/90ac19fe-2008-11ea-92da-f0c92e957a96 > .

[68] For exomp|es of data prepored ’rhrough clickwork see: <ther5://
www.clickwork-er.com/machine-learnin -oi-orJriicicio|-in+e||igence/>.

69} Kitchin, R, The Data Revolution, 2014, p. 101
70] UNCTAD, “Digi’ro| Economy Report 2&9," pp. 8-9.

711 For a detailed typology see, Kitchin, R, "Big [g)oio, new epistemologies and
poro-digm shifts, Big Data & Society, Apri[—June 2014 1-12.
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Augmen’ra’rion

Refers to the augmentation of devices' capcbih’ries via o|gori’r|’1m—|ed processes, or
assistive forms of Al-based automation. [72]

Batch reporting

The practice of running mu|+ip|e reports at once thanks to o|gori+|’1mic led correla-
tions from large data sets. [73]

Behavioural Futures Market

A type of market in which data collected from workers and consumers is used to
produce statistical models designed to predid behavior Jr|*1roug|1 o|gori+hm-|ed pat-
tern recognition across |orge data sets. ‘Behavioural futures” are therefore behav-
ioural predic’rions |ooug|’1+ and sold on such a market. [74]

Clickwork

A form of work performed vir+uc||y by digi+o| workers hired by companies
Jrl’mrouglﬁ crowdsourcing p|c11'Forms such as Amazon Mechanical Turk or Clickwork-
er (one of the |crges+ ‘microtask’ marke+p|oces Jrocloly). Clickworkers constitute a
form of distributed workforce. This means that companies Jroddy can outsource
|orge poo|s of freelance digi’ro| workers to undertake the same speci0|ised task (or
\micro+osl<') at the same time, ie. in a virtual, distributed manner. Tasks undertaken
by such workers may include: correcting data and vc|ido’ring its accuracy, manual
input of textual datq, imp|emen+ing search engine optimization or underi‘oking
manual searches. [75] As mentioned above valuable data inputs used to train Al
are on|y obtainable H’\rough human preparation and annotation performecl by
clickworkers. Clickwork is a significant source of Al data harvesting enabled by the
conjunction of p|01‘Forms, digi+c| opp|ico+ions and mobile +echno|ogies.

[72] Thomas, Daniel, "Automation is not the future, human augmentation is,” Racon
teur, 13.03.2019, accessed at: <ths://www‘roconJreur‘neJr/Jrechno|ogy/0r’riFicio|—in+e||i—
ence/oi-humon—ougmen+o+ion/>.
3] https://docs.oracle.com/cd/E26180 _O1/Platform 94/ATGPersProg-
Guide/HmVs]308bo’rchreporﬁngserviceO].Hm|.
[74] On “behavioural surplus” and “futures markets” see: Zuboff, S. The Age of
Surveil-lance Copi’rohsm, Erome Books, 2019; see also: Sawsan Mahmoud, %\hmod
Lotfi, Caro-line Lgngensiepen, “Behavioural pattern identification and prediction in
irﬁe”igen’r envi-ronments,” Apphed Soft Computing, Voll13, Issue 4, 2013, pp. 1813-1822.
Accessible at: <ths://o|oi.org/]O.]O]é/j.osoc.QO]Q.]g.O]Q>.

[75] See: https://www.clickworker.com/solutions/.
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Cloud computing

A model of de|ivering compu’ring copo|oi|i+ies in which various servers, opp|ico—
tions, data, and other resources, such as data storage, ne’rworking, ono|y’rics, etc.
are provided as services over the Internet (‘the cloud”), ie. in a virtualised form.
[76] Cloud computing may exist in the form of open source [76] services and
resources, but cloud services are mostly privately owned, ie. by platforms such as
Microsoft Azure, Amazon Web Services (AWS), Google Cloud, IBM Cloud, and

Alibaba, which in 2019 dominated that market, while AWS were in the lead,
accounting for a third of the cloud computing market. [78]

Data (structured, semi-structured, and unstructured)
Data can be collected in a variety of forms:

* structured data can be eosi|y organised and is associated with a data model, e.g.
numbers or text set out in a tabular form and monogeob|e in a relational database
(name, date of birth, gender, pos+o| code, etc) - such data can be queried, com-
bined and ono|ysed using o|gori’r|ﬂms

e semi-structured data is a form of structured data that does not follow a defined

data model and does not obey a tabular structure (e.g. Extensible Morkup Lan-
guage (XML); HTML and other markup languages)

 unstructured data is data that cannot be contained in a tabular structure or rela-
tional database and is devoid of a data model (e.g. videos, images, unporsed text
forms such as emails, recorded sound, voice tone, data derived from loT sensors,

etc.) [79]

Data (agg rego+ed)

Aggrego’red data is data combined from several measurements. Data aggregation
is the process where raw data is collected to produce summary forms of data for

the purpose of statistical analysis. [80]

[76] See for instance: H’rps://ozure‘microsoﬂ.com/en—gb/overview/c|oud—com|ou+—

in —dicﬁonory/.

7% See for instance: ths://www.opensrockorg/ or erps://doudsrockopoche.org/.

78] See UNCTAD, "Digi’ro| Economy Report 2019, p. 8.

79] Marr, B, "What's the Difference Between Structured, Semi-Structured and
Unstructured Data?” Forbes.com, 18.10.2019, accessed at: <r1Jr’r|os://WWW.—
forbes.com/sites/bernardmar-

r/2019/10/18/w hats-the-difference-between-structured-semi-structured-and-unstructured
-data/?sh=1f0b31552b4d>.

[80] H’rps://www.ibm.com/supporJr/know|edgecen+er/en/SSB,\U7_1.4.Q/—

do’ro\/ieW/Conceers/chpm_dv_use_doro_oggreg.h+m|.
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Data (derived)

Data created by combining varied and icrge datasets. Derived by correlations.

Data (relational)

Data assembled by data brokers or collectors from a muii‘ipiici’ry of sources to build
vast relational data infrastructures. For instance, Acxiom holds a databank derived
from 500 million consumers worldwide, with about 1500 data points per person,
with servers processing 50 trillion of data transactions a year. [81]

Data discovery

The process of oiai'dining actionable information by finding patterns in data from
mui’ripie sources with interactive visual dnoiysis. Data discovery is also referred to
as visualization and expioro’rory data ondiysis (often in the context of data usage

ioy business onoiys’rs). See for instance, IBM's Watson Knowiecige Co’roiog. [82]

Data-driven monitoring

In the context of lloT, data-driven monitoring refers to the monitoring of worker
activity and prociuci'ivii'y as well as the monitoring of devices (e.g. for scnce’ry con-
trol) ’ri*mrougiw the collection and onoiysis of data on a continuous or real-time basis.
This is sometimes referred to as data-driven surveillance or dataveillance. [83]

Ecige computing

Artificial in’reiiigence, which feeds on |oig data onoiy’rics, has facilitated the emer-
gence of “a different porodigm of computing’ characterised |oy “data-cru nci’iing" at
the network “edge" — ie. the computing devices that intersect with internet-con-
nected objec’rs, e.g. smart wearables, connected cameras, or autonomous cars.
Eoige computing allows for the process of data close to where it is collected and to
resolve limitations associated with |o+ency (the cieioy caused by sending informa-
tion to a distant data centre and waiting for Gndiy’rics to be returned) or demands
put on bandwidth ioy the processing of iorge amounts of data. [84] Hence the pro-
liferation of edge data centres. [85]

[Si] Singer, Nqiosno, "i\/iopping, and Snoring, the Consumer Genome,” New York
Times, 16 June 2012, accessed at: <niips://www.nyiirnes.corn/QOiQ/Oé/W/
iecnnoiogy—/ocxiom—ine—quiei—gioni—oi—consu mer—oioiobose—morkeiing.nimi>4

[82} https://mediacenter.ibm.com/media/1_dbwxj6Ol.

83]For an overview of worker surveillance, see Ajunwa |, Crawford K and Schultz
E., ‘Limitless worker surveillance,” California Law Review 105(3), 2017,

84]Waters, R. "The Future of Compuiing is at the Edge." Financial Times, Jun 06,
2018, accessed at: <n’rips://www.ii.com/conieni/icibo5 49-5857-11e8-bdb7-
f6677d2elce8>.

[85]niips://www.pwc.com/us/en/inoiusiries/copiiai—projec’rs—iniro—
siruciure/iibrory/eoige-daio-ceniers.nimi. o


https://www.nytimes.com/2012/06/17/technology/acxiom-the-quiet-giant-of-consumer-database-marketing.html
https://www.ft.com/content/1dba534a-5857-11e8-bdb7-f6677d2e1ce8
https://www.pwc.com/us/en/industries/capital-projects-infrastructure/library/edge-data-centers.html

Exhaust data

The data genero’red as trails or information by-produc’rs resu|’ring from all digi’roi
or online activities (e.g. |og files, cookies, information generoi‘ed from transactional
processes).

Fleet oudii‘ing

Corresponds to the oudi’ring of lloT devices for comp|ionce with secu rity standards

i'hrough cloud-based computing copobiii’ries (e.g. AWS loT Device Defender).

|nfrastructure as a service (laaS)

Infrastructure as a service (laaS) is an ‘instant’ computing infrastructure, provided
(rented) and monoged over the Internet loy private corporations (e.g. AWS,
Microsoft, Oracle, IBM, etc.). laaS is one of four types of cloud services, along
with Software as a Service (SaaS), Platform as a Service (PaaS) and serverless
computing (used loy deve|opers to build oppiico’rions and run code without man-
aging any infrastructure themselves). [86] laaS, SaaS, PaaS and serverless com-
puting reflect how Jrodoy's digi’ro| economy constitutes a digi’ro| perpetuation of
rentier copi’ro|ism and is controlled loy |orge p|ohcorms that now have become mo-
nopo|ies.

laaS-cloud providers supp|y resources on-demand from |orge poo|s of equipment
located in data centers (the hard infrastructures enobiing virtual or cloud services).
laa$S relies on cloud orchestration +echno|ogy which may be ‘open source’ opp|ico-
tions (e.g. OpenS’rock, Apoche CloudStack or Openi\lebuio) that manages the
creation of virtual machines (virtual computing architectures operating via virtual
servers). [87] For wide-area ne’rworking, users can use either the Internet or carri-

er clouds, i.e. dedicated Virtual Private Networks (VPN).

Machine Leorning (ML)

There are two broad types of ML oigori’rhms:

. supervised - where a model is trained to match inputs fo other known inpufts,
such as match handwritten pos’r-codes to i'yped equivo|en+s (ie. parsing o|go-
rithms)

. unsupervised - where a model is progrommed to train itself to pencorm pattern
recognition i'hrough correlations to siﬁope clusters. [88]

86] See for instance: riJrerS://ozu re.microsoﬂrcom/eri—gb/overview/whoi-is—ioos/.
87] See for instance: iirips://www.ibm.com/uk—en/c|oud/viriuo|—servers/op’rions.

88] Han, J., Kamber, M., and Pei, J. Data Mining: Concepts and Teci’miques, %
edition. Waltham, MA: Morgon Kaufmann Publishers, Q&i.
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Normalization

Consists in decomposing tables to eliminate data redundancy (repe’ri’rion) and

undesirable characteristics, thus improving data integrity. [89]

Pre-cma|y+ics

All cma|y’rics require data to be readied and checked. There are brooc”y four type

of pre-ano|y+ics:

« data selection - de’rermining subsets of variables with the most u’ri|i+y and identi-

fying redundant data points;

« data pre-processing - c|e0|ning selected data to remove noise, errors or biases;
iden’rifying missing field or inconsistencies; structuring data for input into ona|ysis

* data reduction and projection - applying transformations such as smoothing,
2 PRAE 9
aggregation, normalisation, etc.

* data enrichment - combining he’rerogeneous forms of data sets; aided by c|go-

rithms that match, combine, repackage and reformat data. [90]

Predictive analytics (or predictive modelling)

The use of advanced cno|y+ic +ec|'miques app|ied on historical data to formulate
preo|ic+ions about future behaviours. Such Jrec|'mi0|ues combine classical statistical
methods with Al. Prediction is a |<ey way H’lrough which value is gained from
data. [91]

Preparation (of data)

Refers to the transformation of raw data into a form that is more suitable for its
various usages, e.g. moo|e||ing imcorming machine |eorning. How data preporo’rion
is performed clepends on the type of data handled. Preparation tasks include: data
c|eoning or the identification and correction of mistakes or errors in the data; the
selection of variables that are most relevant; changing the scale or distribution of
variables. [92] As mentioned above, higHy valuable data preparation is under-
taken H’lrough crowd-sourced clickwork.

[89] Li, Lorraine. "Database Normalisation Explained,” towardsdatascience.com,

02.07.2019, accessed at: <|'1Hps://+ow0rdstJrosciehce.com/do’robose—normo|i20+ion—e><—
lained-53e600494495> .

90] Kitchin, R, 2014, p. 102.

91] Siegel, Eric, Predictive Analytics, 2 ed., Hoboken, NJ: Wiley, 2016.

99] hﬁps://mochindeomingmoereryicom/doJro—preporoﬁon—fech—

mques—For—mochine—|eorning/.
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Processi ng

Data processing consists in a series of steps |eoding to the conversion of raw data
to meoningfu| information. In the processing cyc|e, data is collected and ‘cleaned’
or \prepored' to be input info a sequence of monipu|o+ions opero’red |oy a comput-
er system, or set of opp|ico’rions etc, that may be A|-powered, to produce an
output, ie. information, interpretation, or insigh’rs. [93]

Profi|ing

It is well established that data mining feeds into A|-powered ono|y+ics to fuel o|go-
rithm-led profi|ing of workers and consumers/users for the purpose of +orge+ed
morke’ring or o|gori’r|'1mic governance. Profi|ing based on the collection of worker
or user data can be used for behaviouradl preo|ic+ions based on pattern recognition
Jr|f1roug|f1 correlated data (such as predic’ring A-level results via pos’ro| codes), which
can lead to discriminatory effects. [94] EU legislation protects EU citizens from the
negative effects of profi|ing based on persono| data to some degree. [95] In an
organisation, profi|ing is undertaken in-house or via third parties, or a combination
of both. This must hoppen in comp|ionce with data protfection regu|o+ion. Data sets
go’rhered by companies from their own customers can be combined with
Jr|f1ir<:l-|oor’ry data collected from various sources, to build more comprehensive

insigh’rs. [96]

Real-time data analytics (or ‘streaming analytics’)

A type of ono|y’rics that enables users to see, ono|yze and understand data as it
arrives in a system. It is referred to as streaming ono/yﬁcs in ‘real time,” which is

enabled |oy the growing copoloi|i’ries of cloud computing. [97]

[93] For a |ego| definition of processing, see: <h’r+ps://ec.eu ropo.eu/info/|ow/|ow—+opic/—
data- roJrechion/re{orm/w|'10Jr—cons+i+u+es—do+o—processing_en>.

[94] Mann, Monique, and Matzner, Tobias. "Cho”enging A|gori+hmic Profiling: The
Limits of Data Profection and Anti-Discrimination in Responding to Emergerﬁ iscrimi-
nation.” Big Data & Society, (July 2019). Accessed at: <ﬁ++ps://?

doi.org/]Oi 177/2053951719895805 >.

[95} prs://gdpr—im(o.eu/orJr—QQ— o||or/.

96] See for instance profi|in ogUK consumer data |oroc|uceo| and sold by Axciom:
<ths://WWW.persomcx.co.uE/index.h+m|>.

[97] Wilkes, Steve, ‘Real-Time Data Is For Much More Than Ano|y’rics,” Forbes Tech-
no|ogy Council Post, 16 u|y 2019, accessed at: <ths://WWW.Forbes.com/sifes/l(orbes—
techcouncil/2019/07/16/re-
o|—’rime—o|o+o—is—1(or—much—more—Jrhon—ono|y+ics/?sh:46560|F06273d>.
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Schema

A schema is the |ogico| descrip’rion of a collection of database objects, inc|uding
+c|o|es, views, indexes, and synonyms. [98]

Ubiqui+ous computing

Refers to the ubiqui+ous integration of computing copobi|i’ries in human environ-
ments and resuHing in a context where computing is made to appear everywhere
and anywhere. [99] The loT (and its industrial form) is one form of pervasive or
ubiqui’rous computing where data is transferred over the Internet.

[98 See: ths://WWW.Jrquoridspoin’r.com/dwh/dwh_schemos.Mm.

99] Mark Weiser, “The Compu’rer for the Twen’ry—Firer Centu ry," Scientific American,
Vol. 265, No. 3, Special Issue: Communications, Computers and Networks: How tfo
Work, P(Qy onc[ Thrive in Cybers ace (Seerember 1991), pp. 94-105, accessible at:
<https://www jstor.org/stable/24938718>.
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